
jha.sciedupress.com Journal of Hospital Administration 2024, Vol. 13, No. 2

ORIGINAL ARTICLE

Challenges and opportunities in achieving secure
hospital clinical mobility management: An illustrative
use case

George A. Gellert∗1, Glynn Stanton2, Michael Paulemon2, Mark Roberts2, Robert Hardcastle2, Sean P. Kelly1,3

1Imprivata, United States
2Yale New Haven Health System, New Haven, CT, United States
3Beth Israel Lahey Health, Harvard Medical School, Boston, MA, United States

Received: February 16, 2024 Accepted: April 17, 2024 Online Published: April 24, 2024
DOI: 10.5430/jha.v13n2p1 URL: https://doi.org/10.5430/jha.v13n2p1

ABSTRACT

Objective: To qualitatively describe a use case at Yale New Haven Health System (YNHHS) illustrating the need for and effective
deployment of innovative technologies to manage an enterprise-owned shared device (EOSD) management program. EOSD
management provides clinicians with secure, rapid access to enterprise mobile devices and applications, maintains devices in
functional, use ready condition for clinicians, and enables enterprise tracking and reduced loss of devices.
Methods: Executive leaders in clinical information technology and informatics management at YNHHS were interviewed
through written and telephonic communication. Qualitative data was gathered through communications between clinical and
information technology executives and the implementation support team of a leading identity and access management (IAM)
solutions and EOSD management solution provider. Use case information was gathered, integrated and shared with health
system executives and health IT/informatics leaders to verify the description of unmet needs, solution objectives and impact/value
delivered after implementation of the EOSD management solution.
Results: Benefits realized from implementation of an enterprise-shared mobility management solution included establishment of
a cohesive and comprehensive enterprise-owned, shared device management strategy. This included effective monitoring and
dynamic management of the system’s mobile device fleet, and better IT resource management with reduced mobile device loss.
The IT administrative burden was reduced. While not surveyed systematically, improved clinician experience and satisfaction
were reported to IT leaders anecdotally. EOSD management solution deployment was rapid, as was the time to improved clinician
mobile experience and clear demonstration of value.
Conclusions: A leading US health system was able to rapidly deploy a shared mobile device management solution that enabled
effective monitoring and dynamic management of the enterprise mobile device fleet, with easier and faster clinician device access
and workflows, and reduced IT administrative demand and costs. While the complexities associated with increased clinical
mobility in healthcare will likely continue to grow, issuing future device and mobile management challenges that require effective
hospital system response, technologies have emerged that enable more effective, efficient and satisfactory organizational mobility
performance.
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1. INTRODUCTION
Healthcare delivery organizations (HDOs) are seeking new
methods to simplify and streamline point-of-care workflows,
and many are implementing mobility projects to address
enterprise-wide initiatives. Mobile devices facilitate and
optimize the expanding Internet of Medical Things (IoMT)
by streamlining many workflows at the point of care and
enabling fast, secure and real-time transfer of patient data
across the connected network. Recent innovations in inter-
operability have made it possible to enable more clinical
workflows at the bedside using mobile technology. Growth
in use of mobile devices by nurses and physicians is expected
to continue.[1]

HDOs require mobile tools that improve workflow flexibility,
particularly as budgets and human resources are increasingly
constrained. Achieving efficient workflows on mobile de-
vices with minimal diminishment of security or privacy is
a substantial challenge. Enhanced security measures can
hinder usability and adoption, such that HDOs struggle to
optimize investments in mobile technology. Digital iden-
tity needs to be leveraged to ensure security and eliminate
barriers that impede usability. HDOs must simultaneously
reduce points of exposure and ensure the highest quality of
care delivery with secure access to essential tools and patient
data 24/7/365 and anywhere. This discussion will examine
the reasons for the rapid rise in the use of mobile devices
and why they are viewed increasingly as critical assets for
clinically- and cost-effective operations, and will consider
how hospitals can better leverage their investments in mobile
technology as they concomitantly ensure security and ease
adoption of enterprise-owned devices.

2. BACKGROUND: WHY CLINICAL MOBILE
DEVICE USE IS INCREASING AND WAR-
RANTS IMPLEMENTING A SECURE AND EF-
FECTIVE MOBILITY STRATEGY

Diverse HDO needs and considerations are driving and shap-
ing the increased use of mobile tools among clinicians, as
summarized in Table 1.

2.1 Need to improve smart device interoperability as the
IoMT expands

The IoMT has rapidly increased the number of connected
devices and applications in healthcare, while also increas-
ing care efficiency. It’s expected that the number of IoMT
devices globally will grow 131% by 2026.[2] Mobile de-
vices can help facilitate and optimize the expanding IoMT
by streamlining many workflows at the point of care, which
enables faster secure real-time transfer of patient data and
access to the connected network.

2.2 Need to improve anywhere access to secure
enterprise-managed and personal devices

When HDOs enable clinicians to engage workflows extend-
ing beyond the primary organizational footprint, it is essential
that information security/privacy are in place protecting ev-
erywhere staff accesses confidential data/information. To
securely deliver the needed features of mobile technology,
HDOs must ensure rigorous authentication in a manner pro-
moting ease of use. Digital identity is central to supporting
these processes, and enables the enforcement of mobile de-
vice security by establishing effective passwords and authen-
tication that is not disruptive to efficient clinician workflows.
Accessing confidential information using mobile-based au-
thentication modalities is a key requirement.

Table 1. Key health system drivers and needs as mobile
technology use increases

 

 

Key Health System Mobile Technology Drivers and Needs 

Why mobile device use is increasing: 

• Improve access to and security on enterprise-managed and 

personal devices 

• Leverage mobile technology to increase care efficiency 

• Create a seamless clinical-user experience 

• Reduce clinician and IT fatigue and professional burnout 

• Reduce device fleet and IT system costs 

• Increasing budget expenditures to replace hardware for 

workstations on wheels, computers in patient rooms, and 

barcode scanners which can be replaced by mobile devices 

Benefits of implementing enterprise mobile device 

management: 

• Streamline access and device management 

• Improve access and security on personal devices as clinical 

and IT burden increase 

• Better balance security and privacy compliance with 

workflow flexibility 

• Enable privacy in shared-use environments 

• Improve interoperability as the IoMT expands 

 

2.3 Need to leverage mobile technology to increase care
efficiency

Providing new mobile technologies to clinicians enables
faster care delivery to patients. An evaluation of how mobile
devices affect patient satisfaction found that 96% of organi-
zations that implemented mobile devices observed improved
patient satisfaction/experience scores.[3] Further, 72% of or-
ganizations indicated that improved quality of patient care
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was a direct result of enabling clinician mobility. As HDOs
work to streamline clinical workflows by deploying greater
mobility, clinicians can spend more time face-to-face with
patients and their families, contributing to improved patient
experience and satisfaction, and allowing for better quality
of care delivery for a higher number of patients each day.

2.4 Need for streamlined access to and management of
mobile devices

By leveraging available authentication methods on clinicians’
mobile devices, including proximity card, soft tokens, bio-
metric identification and facial recognition, HDOs can sup-
port secure, efficient, and easy mobile access. Supporting
trusted authentication on mobile devices and applications is
now possible thanks to digital identity platforms, which also
enable HDOs to establish audit trails documenting which
clinician used a particular device at a particular time, at what
location and for what duration, thus helping to diminish the
loss rate of devices. Reducing barriers to secure access can be
achieved through the effective deployment of digital identity
and mandatory authentication at the device and application
level, enabling HDOs to ensure security in bring your own
device (BYOD) and shared-use settings that is frictionless.

2.5 Need for a clinical user experience that is seamless
Employing existing authentication workflows that are well
familiar to clinicians on their mobile devices enhances user
experience. For shared environments the challenge centers
on achieving a personalized experience without repetitive
manual workflows, regardless of what device is in use. For
personal devices, HDOs need to enable mobile device access
through a trusted, seamless second factor authentication. Se-
cure access to critical tools must be supported for all relevant
locations around the clock, while achieving full compliance
with Drug Enforcement Agency (DEA) or other regulatory
authority regulations for such applications as electronic pre-
scription of controlled substances (EPCS).

2.6 Need to reduce clinician IT fatigue and professional
burnout

Inadequate staffing levels and insufficient time spent with
patients often contributes to fatigue and professional burnout.
According to a report done by the American Nursing Asso-
ciation, 89% of respondents shared that their organization
is experiencing a staffing shortage.[4] One method to help
reduce clinician burnout is to simplify and streamline IT and
clinical workflows at the point of care by ensuring increased
availability of clinical information and expanded device func-
tionality. Furthermore, clinicians benefit from an expanded
ability to share information more quickly, improving commu-
nication and coordination across multidisciplinary care team

members. Easing and expediting real-time mobile access
to confidential patient information while providing care im-
proves clinician efficiency and productivity. Simplifying and
expediting clinician management of alarms, administration
of medications, and other time-sensitive tasks through mo-
bile device use improves point of care delivery, and enhances
clinician experience and satisfaction.

2.7 Need to reduce capital and operational costs for IT
teams

Mobile devices are less expensive to purchase, manage, and
maintain than traditional desktop environments.[5] Standard-
izing technologies that can be shared between clinicians is
cost-effective and requires less effort from IT teams as ef-
ficiencies of scale are created managing fewer devices and
unique environments. In addition, with distributed mobile
device docking stations across hospital units, greater ease of
mobile access to the EHR helps maximize its appropriate uti-
lization, and expands value derived from a significant EHR
investment.

2.8 Need to improve information access while maintain-
ing security posture and reducing IT administrative
burden

As the number of smart devices grows, ensuring that con-
nected devices in the healthcare environment are properly
secured against potential threats is a daunting task. This
complexity is compounded when devices support access to
many workflows and more sensitive information, and are
shared across different clinical resources. A reported 67% of
HDOs recognize that data privacy is a top concern for mobile
devices.[3] Given US Department of Health and Human Ser-
vices (DHHS) recent advisories around HIPAA compliance
for connected devices in healthcare settings,[6] keeping accu-
rate audit trails of inventory and security measures for mobile
devices is more important than ever. HDOs must meet the
challenge of tracking which users had access to which de-
vices at a particular time and for what purpose. There is
increasing need for comprehensive, end-to-end mobile man-
agement solutions that facilitate HDO optimization of their
mobile deployment, including delivering automated device
provisioning, secure device checkout and secure, rapid user
access. Thus, HDOs face a formidable challenge in unlock-
ing the full potential of shared mobile devices because of
the imperative to ensure expedited, efficient workflows while
simultaneously improving security and auditability.

2.9 Need to better balance security and privacy compli-
ance with workflow flexibility

Security assurance processes can hinder usability and adop-
tion, causing sub-optimal return on HDO investments in
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mobile tools. Ensuring mobile device security/privacy with
minimal impact on clinical workflow efficiency can be chal-
lenging in enterprise-owned device and BYOD settings. Sup-
porting security and compliance directly within mobile work-
flows by leveraging digital identity enables HDOs to reduce
friction that negatively impacts usability and diminishes ex-
posure and adoption risk by ensuring secure access to needed
information and tools in real-time.

2.10 Need to enable privacy in shared-use environments
When resources are shared among users, HDOs need to
support personalization and privacy in a shared enterprise-
owned device environment. Leveraging digital identity to
enable trusted access to devices/applications is possible us-
ing modalities such as badge-tap device assignment, which
lock down shared devices and prevent unauthorized access
between users.

3. RESULTS
3.1 Study objectives
To qualitatively describe a use case at Yale New Haven
Health System (YNHHS) illustrating the need for and ef-
fective deployment of innovative technologies to manage an
enterprise-owned shared devices program. Enterprise-owned
shared device management provides clinicians with secure,
rapid access to enterprise mobile devices and applications,
maintains devices in functional, use ready condition for clin-
icians, and enables enterprise tracking and reduced loss of
devices.

3.2 Setting
Yale New Haven Health (YNHHS) is a large comprehen-
sive healthcare system in Connecticut delivering clinical care
services through five hospital facilities and employing over
37,000 individuals, including more than 7,500 university-
affiliated and community-based physicians and advanced
care practitioners. The study interviews were completed dur-
ing September 2023 and collated and validated that October.
Primary interviews were collected from the management of
the health system’s Digital and Technology Solutions team,
collated and documented, with review and validation of con-
tent by other key members of the technical teams responsible
for implementing and supporting the new shared mobile so-
lution. From a device standpoint, YNHHS encompasses over
35,000 workstations and over 10,000 mobile devices (all iOS
operating system Apple devices, including iPads as well as
iPhones).

3.3 Study design
Executive leaders in clinical information technology and in-
formatics management at YNHHS were interviewed through

written and telephonic communication. Qualitative use case
data was gathered from interviews and correspondence with
YNHHS clinical information technology executives, man-
agers and staff and representatives of a leading identity and
access management (IAM) solutions and EOSD management
solution provider. The interview, conducted by teleconfer-
ence, was comprised of 15 initial questions that were shared
in advance, including follow up queries and confirmation of
information conveyed, and was recorded. Interview dura-
tion was 60 minutes. Interview content was transcribed for
validation and documentation purposes.

Use case information was gathered, integrated and shared
with the participating health system executives and health
IT/informatics leaders to validate the descriptive accuracy of
unmet needs, solution objectives and impact/value delivered
following implementation of the EOSD solution. Recom-
mended changes in use case content were completed, and
a final report was shared with executive and health system
IT/informatics stakeholders for final review and approval ap-
proximately four weeks after the interviews were conducted.
Minor edits based on feedback from the health system were
received two weeks later, along with authorization to publish
the findings.

3.4 Yale New Haven Health System clinical mobility and
IAM needs

Prior to implementing an advanced enterprise-owned shared
device solution, YNHHS had a need to systematically and
effectively manage a large fleet of shared smartphones across
five hospitals. In achieving the latter, a high priority was
to simplify IT operations, while both ensuring a positive
clinician experience/satisfaction and safeguarding patients’
personal health information (PHI). In 2022, YNHHS ini-
tially introduced in excess of 6,000 enterprise iPhones dur-
ing implementation of a new mobile collaborative clinical
communications application at the system’s five Connecticut
hospitals. Previously, YNHHS IT services utilized a mobile
device management (MDM) platform to enroll, configure
and track hospital iOS mobile phones, which was time con-
suming and manually intensive.

The average HDO in the US experiences an annual mobile
device loss rate of 15%-20%.[7] With a similar device loss
rate, YNHHS IT leaders recognized that in the absence of
effective monitoring capabilities, the system would be inef-
ficient in tracking and replacing lost iPhones. It needed to
ensure that the health system would never face a scenario
where there were insufficient devices on hand to satisfy clini-
cian demand for mobile smartphones. In addition, YNHHS
IT services sought the ability to lock a mobile phone if not
checked back in within a specified time (48 hours beyond
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the scheduled return time).

3.5 Description of secure mobile access and control tech-
nologies deployed

A cross-departmental technology evaluation committee, com-
posed of representatives of client services, information tech-
nology, mobile solutions, clinical informatics and clinicians,
examined available mobile management solutions. The
committee compared key technology and functional fea-
tures, implementation capabilities, and ongoing technical
support from solution providers. In particular, a mobile solu-
tion needed to have substantial growth capacity and a clear
roadmap of how the solution would evolve in the future. YN-
HHS implemented Imprivata solutions to support a secure,
consistent workflow experience across all mobile devices
used to access their applications and clinical information.
For shared device workflows, Imprivata GroundControl was
the EOSD management solution used to automate smart-
phone provisioning, and to provide a comprehensive access
control solution that would streamline mobile device access
and authentication. This offered cloud-based management
tools to enable easy tracking, support and maintenance of
dispersed mobile assets.

GroundControl was integrated with the existing, earlier im-
plemented Imprivata OneSign single sign-on solution, which
enabled a rapid, familiar, and consistent authentication pro-
cess for clinicians on clinical workstations, virtual desktops,
and mobile phones. Thus, clinical users would engage the
new EOSD management solution using secure access tech-
nology and a workflow that they were already well familiar
with and actively using. Mobile device access was identical
to the process that clinicians used to access the organization’s
clinical workstations, the health system EHR, and other clin-
ical applications.

IT administrators could establish user authentication polices
across systems and varied workflows from a centralized plat-
form to improve reporting compliance and reduce ownership
total cost. IT resources required to administer and man-
age authentication workflows decreased. Users could access
shared mobile devices with a proximity identity badge tap,
and quickly access their applications, removing the need for
manual authentication, much as they did to the organization’s
EHR and other clinical applications.

The Imprivata GroundControl EOSD management solution
supported cloud-based device management and could be
maintained and updated from any location 24/7/365. YN-
HHS benefited from personalized device checkout, and ease
of application access. For physicians accessing PHI from a
BYOD personal device, Imprivata Confirm ID for Remote

Access improved security by enabling enterprise-wide two-
factor authentication for remote network access, cloud ap-
plications and Windows servers and desktops. Imprivata
Confirm ID for EPCS provided the broadest range of DEA-
compliant two-factor authentication modalities, including
hands free authentication (HFA), push token notification,
and fingerprint biometrics in order to ensure that EPCS is
fast and convenient for providers.

Because YNHHS is a multi-hospital system comprised of var-
ious facilities spread across a large geographic service area,
implementation planning with the solution provider involved
early formal and planned enterprise-wide communications
about the EOSD management solution in a timely and consis-
tent manner. IT administrative leaders and staff emphasized
that this would reduce potential concerns or resistance to
the deployment. In addition, standard user training content
on the new mobility solution was conveyed by the solution
provider to YNHHS, which its training team integrated and
disseminated by both a PowerPoint presentation and a video
posted on the system’s internal intranet. This included a pro-
file summary of the applications that would be available on
mobile devices as managed by the Imprivata Ground Control
solution.

4. RESULTS
YNHHS IT/informatics leaders reported a diverse range
of interrelated benefits from implementing the advanced
enterprise-owned shared device management solution, as
shown in Table 2 and described below.

Table 2. Benefits realized from implementation of an
enterprise-owned shared mobility management solution

 

 

Key Health System and Hospital Benefits Realized 

• Enabled a cohesive/comprehensive enterprise-owned, 

shared device management strategy 

• Anecdotal reports of improved clinician user experience 

and satisfaction 

• Effective monitoring and dynamic management of system’s 

mobile device fleet 

• Better IT resource management and reduced mobile device 

loss and associated costs 

• Reduced IT administrative burden and clear return on 

investment 

• Rapid time to value demonstration and improved clinician 

mobility workflow 

• Rapid deployment and effective collaboration with solution 

provider 

• Future expanded utility and value growth potential 
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4.1 Enabling a cohesive and comprehensive enterprise-
owned shared device strategy

In planning such a major rollout, YNHHS IT/informatics
executives reported that the organization recognized, prior
to the implementation, that a systematic strategy for shared
device management was needed. Having the ability to sys-
tematically, rapidly and efficiently provision, maintain, and
audit a large number of mobile devices was essential. After
evaluating available potential solutions on the market, the
GroundControl shared device management solution from Im-
privata was selected and implemented across the system to
enable effective management of the expanding mobile device
fleet. YNHHS leaders reported that this was accomplished
successfully, and the EOSD management solution was in-
tegrated with the existing MDM solution deployed within
the YNHSS IT system. The solution was reported to have
improved visibility, security and optimal management of the
device fleet.

4.2 Effective monitoring and dynamic management of
system mobile device fleet

After implementation, YNHHS IT/informatics leaders re-
ported that the shared mobile management solution made it
easier to track check-ins and check-outs of 6,000 enterprise
mobile devices, and improved device accountability and re-
porting mechanics. EOSD management yielded estimated
annual recurrent cost avoidance and savings of $500,000
due to reduced device loss, with fewer lost or stolen de-
vices following implementation. This estimate was based
on a per device cost of $284, encompassing fractional IT
staff time reduced for device loss detection and reporting,
replacement and redeployment. These value estimates do not
factor in consideration of the lost productivity of the clinical
department affected by a device loss, but presumably if it
were possible to estimate and quantify this systematically, it
would increase the impact and value conveyed by the EOSD
management solution. The baseline device loss rate fell from
1,260 to 240 devices, or from 21% to 4% in absolute terms (a
relative decrease of 81%). Importantly, these device numbers
are not static, and devices were added over the course of and
subsequent to EOSD solution implementation. Device loss
rate increased during the biannual device refresh. Thus, the
estimates conveyed should be regarded as conservative and
minimal cost avoidance and savings achieved.
Increased IT/informatics agility was evident in more rapid
mobile device setup and deployment. Improved IT team pro-
ductivity resulted, as informatics team members were able
to focus on more strategic tasks and needs. The burden on
the IT help desk decreased soon after initial implementation,
with fewer mishaps, incoming questions, and problem tickets
opened by clinical users. Anecdotally, clinicians reported

a superior user experience to their departmental leadership,
noting that badge-tap device access was effortless, conve-
nient, and rapid.

4.3 Better IT resource management and reduced mobile
device loss and associated costs

YNHHS clinical informatics leaders reported that with the
increased automation provided by the EOSD management
solution’s functionality, IT productivity and clinician effi-
ciency improved, enabling the organization to maximize the
value derived from its investment in mobile technology and
its unified communications solution. By automating rou-
tine provisioning functions, system IT administrators easily
deployed smartphones across all five YNHHS hospitals. Sys-
tem IT/informatics administrators reported more granular
visibility and effective control across the mobile device fleet.
This greatly simplified management of mobile assets, and
an estimated 15%-17% relative reduction in smartphone loss
and theft was observed from the prior device loss baseline
level of 20% per year (or 75%-85% reduction in absolute
terms). In addition, IT administration reported that the EOSD
management solution enabled easier real time monitoring of
the staff to mobile device ratio across the system.

Loss detection also became a real time rather than periodic
assessment. With the new solution, the IT department was
able to rapidly contact the last individual that checked out
an overdue device, or escalate if needed an inquiry to the de-
partmental manager regarding the status of the device and its
expected return. In addition to cost savings from a reduction
in mobile device loss rate, cost avoidance and savings to the
system were realized by not retaining a particular telephone
line in connected/functional status and generating monthly
service fees for what in the past was as long as 2-4 months
until the device was substantiated and classified as lost. YN-
HHS estimated that the annual cost savings of replacing
lost devices plus reducing the length of time until a line is
disconnected was roughly $400,000-$500,000 per annum.
In addition, IT staff time receiving, evaluating, and acting
upon missing device service tickets decreased substantially.
Time spent determining where a reported lost device may
be located and seeking approval for and re-ordering a new
replacement device from the system’s smartphone carrier
also meaningfully decreased, with IT staff able to focus on
performing other needed activities and tasks instead.

Clinicians gained instant access to devices, which eliminated
workflow friction and increased user satisfaction, with clin-
icians reporting anecdotally to clinical leaders a superior
device use experience, and this drove technology adoption.
In addition, IT team members perceived that clinical users of
mobile devices had acquired a greater sense of accountability

6 ISSN 1927-6990 E-ISSN 1927-7008



jha.sciedupress.com Journal of Hospital Administration 2024, Vol. 13, No. 2

for devices loaned to them following the implementation of
the EOSD management solution, and that as a result, had
become more conscious of the need to monitor and securely
maintain their loaned device.

4.4 Reduced IT administrative burden and clear return
on investment

IT/informatics leaders reported that the solution minimized
manual administrative processes, helped simplify IT oper-
ations, avoided/reduced problems in provisioning, and re-
duced the demand for and frequency of IT help desk inter-
actions. The informatics team spent more time focused on
strategic concerns supporting the system in key areas and
less configuring or tracking potentially lost devices. For ex-
ample, following implementation iOS updates and other ad-
ministrative workflows were automated while mobile phones
recharged. Asset management tools and status notifications
that are cloud-based inform the system IT/informatics team
proactively to enable effective monitoring of iPhone health
and status data, to track devices, and to minimize inventory
loss. The time required for IT team members to contact
and engage clinical staff to validate the status of a particular
device was reduced substantially.

4.5 Rapid time to value demonstration and improved
clinician user experience

YNHHS IT/informatics leaders reported that the EOSD man-
agement solution enabled the organization to accelerate the
amount of time until organizational value was demonstrated.
In addition, while not surveyed systematically, improved
clinician experience/satisfaction was reported anecdotally to
IT leadership and line staff. In particular, the solution helped
IT/informatics ensure mobile device availability when clin-
icians needed one, reducing user frustration that can con-
tribute to clinician dissatisfaction. Leaders noted that the
solution not only enabled a consistent user experience with
little friction, but also strengthened security by allowing clini-
cians to access devices rapidly and easily. Clinicians are able
to obtain an iPhone with the same identity badge tap already
used in workstation single sign-on. This reportedly eased and
expedited clinician adoption of the new EOSD management
solution. Clinicians’ devices are customized/personalized
automatically. IT/informatics leaders were satisfied that de-
vices are wiped clean automatically between uses to prevent
inappropriate access to PHI, ensuring HIPAA compliance,
information security and confidentiality.

4.6 Future expanded utility and value growth potential
Moving forward, the YNHHS IT/informatics team will fur-
ther deploy the EOSD management solution to enable single
sign-on on mobile devices that are shared and to expand us-

age of its mobile platform. This will further reduce clinician
time spent authenticating into various applications. A near
term objective is to include more setup profiles on shared
devices so that each particular clinician can access and visual-
ize his or her respective high use applications. This enhanced
personalization of mobile devices for clinicians is expected
to save more time in accessing key functionality, which is
freed up for patient care and other activities. In addition, this
will enable multiple frequently used platforms, applications,
and tool sets that currently exist only on immobile clinical
workstations to be migrated to mobile access. YNHHS is
also examining the potential introduction of Android devices
into its mobility ecosystem, leveraging its new EOSD man-
agement solution.

Future improvements in consistency, ease and speed of navi-
gating IT systems will be sought to minimize clinician frus-
trations and to increase clinician adoption and satisfaction,
and hopefully, contribute to ameliorating staff IT burnout.
As the number, nature and complexity of mobile devices in-
creases in future years, the imperative to unify management
of access policy and ensure effortless clinician workflows
across devices will grow, and YNHHS leaders expect the
EOSD management solution to position them well for the
challenges ahead.

Finally, IT leaders noted the additive or synergistic value that
was conveyed by the EOSD management implementation be-
cause it was an integral component of the YNHHS Imprivata
identity and access management ecosystem. It was stated
that this eased/expedited EOSD solution implementation and
clinician adoption, but also promises further synergies and an
expansion of what YNHHS regards as not merely a customer
services relationship with the provider (Imprivata), but an
effective partnership that cuts across multiple areas of critical
capabilities, functionality, and platform integration presently,
and in the future.

5. DISCUSSION

The needs of HDOs with respect to effective management of
mobility are diverse and complex, including demonstrated
ability to leverage mobile tools to increase care efficiency and
reduce clinician friction, fatigue, and professional burnout as
contributed to by information technologies. Clinical mobil-
ity increasingly requires EOSD management solutions that
reduce costs, facilitate access security and interoperability,
while also improving security and workflow flexibility.

Effective mobile programs require solutions that reduce ad-
ministrative burden and create a seamless user experience
that streamlines access and device management. A lead-
ing US health system was able to deploy a mobile manage-
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ment solution that was cohesive and comprehensive, rapidly
deployed, and enabled effective monitoring and dynamic
management of the enterprise mobile device fleet. EOSD
management solutions must also enable better IT resource
management and reduced mobile device loss. This use case
illustration of the implementation of a systematic mobile
strategy and program at Yale New Haven Health System
may be instructive to other health systems in pursuing the
same objectives and in meeting similar organizational and
technology needs.

It was not part of the design of this study to evaluate the
impact of an EOSD management solution on several key
potential outcomes, including whether the implementation
and heightened accountability associated with more robust
and rapid device tracking influenced clinician user device
monitoring or protective/loss prevention behaviors. In addi-
tion, we did not survey systematically to assess for possible
improvements resulting in clinician user experience and sat-
isfaction, nor whether time freed up for clinicians in their
device management workflow, as well as improved bedside
mobile access to patient data for rounding and other care
activities, could have a favorable impact on quality of care.
These questions would constitute valuable areas of future re-
search on the impact of improved clinical mobility and EOSD
management in healthcare delivery organizations. The likely
reality is that mobile use in care provision and clinical work-
flows will increase in the coming years, and understanding
these dynamics will be useful in maximizing the effective-
ness and efficiency of advanced mobile implementation and
refinement.

6. CONCLUSIONS
In this clinical mobility use case from the Yale New Haven
Health System, clinical workflows and clinician efficiency
improved, IT administrative burden was eased, and a mean-
ingful return on investment was realized. System leaders
appreciated the rapid time to demonstrated value. Improved
clinician user experience and satisfaction were also reported
anecdotally to IT leaders and staff. While the complexities
associated with increased mobility in healthcare will likely
continue to grow, issuing future device and mobile manage-
ment challenges that demand effective HDO response, solu-
tions such as that described have emerged that enable more
effective, efficient, and satisfactory organizational mobility
performance.
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